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Abstract Malicious domain name detection is a critical component of network intrusion detection systems, enabling
the rapid identification of network attacks through domain name requests. Machine learning methods overcome the
limitations of blacklist mechanisms and improve detection accuracy. However, challenges such as the high variability
of domain name structures and the complexity of real-world environments lead to low detection efficiency and poor
robustness in practical applications. To address these issues, a malicious domain name detection technology based on
domain name semantic graph learning is proposed, leveraging semantic graph association analysis for efficient
detection. Specifically, 12 months of domain request data from China Science and Technology Network are first
collected, encompassing 3.33 billion access records, including more than 6.5 million malicious domain name entries
across 284 attack types. Semantic analysis reveals significant differentiation between domain categories, yet
considerable feature overlap in certain regions degrades classifier performance. To tackle this, a domain association
graph model based on character-level semantic similarity is proposed. By integrating features of neighboring domains,
the model enhances semantic representations in overlapping regions, thereby improving detection performance. The
method includes filtering noise characters through structural similarity analysis, constructing a dynamic domain
semantic graph using an online aggregation algorithm, and training a multi-head attention-based message-passing
graph model with node-degree-weighted samples. Finally, a multi-layer neural network classifier is employed for
malicious domain detection. Experimental results demonstrate that the proposed method achieves an average precision
rate of 0.96 and a recall rate of 0.97 on the dataset of different types of malicious domain names. Furthermore, the
model exhibits strong online adaptability, achieving high detection rate and robustness.

Key words malicious domain; semantic graph learning; attention mechanism; graph neural network; self-evolution
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Fig.2 Architecture for SGNN system
2 SGNN REi4HYy

IR A A 1R I 4% B AT 8 44 TR Y S R B, SR

P sl 44 1 S, Andak 1 .
B L BT AU 018 SRR ARk
WA 84 d, TEIR/N M;
s i R N3k G RS E.
@ Gid=(G—d);
@ if |GJ=1 then
® return G, E;
@ end if
() if |G|=2 then
©® dst=calDistance(G,, G,);
@  E—(0,1,dst);
E<—(1,0,dst);
© return G, E;
@ end if
@ for nodelnfo in E do
for JH| 11715 /5. childnodelnfo in E do

dst=calDistance( Gid, childnodeids) ;
if J& 31717 A58 /N T M then

end if
loc=calLoc(dst, E);
if loc<M then

@®® 68 6 66 66

childnodeids, childdist=childnodelnfo;

nodelnfo«—¥% M8 E 254 A (Gid, dst) ;

nodelnfo—loc( Gid, dst) ;
@ M B nodelnfo 5 Ji — i ;
@ end if

@ end for

end for

@ for nodeids in G do

nodeFea=nodeids i1k ;

@  dst=calDistance(d, nodeFea);

if J& 3715 s /N T M then
nodelnfo«—¥% 5 &4 A (Gid, dst) ;
continue;

@) endif

@  nodeGinfos 5T RN R MIEE
@  loc=calLoc(dst, nodeGinfos) ;

if loc<M then

@ nodeGinfo<Iloc( Gid, dst) ;

M B nodeGinfo & J& —

@) endif

end for

return G, E.

’

SR 1B ARSI T A Y R AR AR R LS AR
FI %, B, B4 S I B s 44 43 2H T A R
rh B Y SR R L B AT R A i T B 44
R LA SR R RS M5 B BE B calDistance 11575
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Fig. 3 Encoding process of domain name
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Fig. 4 Aggregating weighted attention
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Fig. 5 Classifier structure
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Fig. 6 Transfer learning structure
K6 EHEILEH

i M I G5 A 4 I R 6 5 4 Ry B i SOR s A DL
TR A B 32 18 L e, FUHTETREAS 55 2/ 1 i
SR & AR RIS S P 50 2 BRI L, BRI R AR
) 4 Joy 3 4 1 SO R R ORI O R, R R AR T

FURRIE. SE RSN ZRIN, M4 Ja 344 1 SCI v A 37 5
AR PR R 3 A TR SRR, 22 A TR
28 0 45 HEAT AT Rl 3 A% I RS Y A 4 )1 A AR
(1 R 8 ey S AT, 3 3 1 2 2 2 DA I T R AR



2308

HENTR S RE 2025, 62(9)

4 SLWFERE 5T

4.1 ERE BRI SR

SISO AR TR G 1 S 4% BROHE A N T 4 Bl
B 2R 3 2H B A R B4 B B A By fh Alexa Top
18k 44 5 3 rh B BCHE 44 Wi 10 7 9 IR 4, 2 )5 N T4 sk
ZHAT AT, N 9 I A Gk B R
3844 B0 A A B B S A R AR O R B4 TE 2022
AE 4 F B 2023 4F 4 H By 1AEBT R P, il 3R R
I H A~ Hh E Y DNS it 1 3 O 30 £ rh A 3k 44
TR, A R A 0% T B 1 X L
PEATARIC, K45 73K B 200 24> gl 2 py 3k 18 75
FOL B4 RN UL HE DNS iz SCHh By Bl 44
TR, AR¥6 JH P ik £ TP S5 B RA B . B 4 15 8 a0
F2Him.

Table 2 Number of Samples and Categories of the Dataset
R 2 HIREEAHEAR

251 I=REN 2 Hoat
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Biva g 82160
. LORER RS 70 853
WAL )
BRI 20213
NS S 6774
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Table 3 Classification Results of Domain Name

R3 HEILRER

ISR R

E2 TS e T4 EI

izl B MR8 KA

(R E G S AR B A

HERA KR TR FLAMEC fEris KSR TR FLAMEC sl KSR BIEDR F1AE0 s Kigr BIDR F1 3%

FANCI
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SGNN (A3C)  0.9614 0.9696 0.9713 0.9703 0.9880 0.9825 0.9912 0.9868 0.9840 0.9712 0.9745 0.9728 0.9930 0.9746 0.9842 0.9794

T A BRI AS R, RARE RN R (A5 R

42.1 ZIW R AR 5L 5
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2. T AR BB B n TR FRE, n-CBDC
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Table 4 Overview of Single Datasets
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Fig. 7 Results of ablation experiments
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